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Audit Resources 

Title Name Email  Telephone 

Audit Manager Gill Martin Gill.Martin1@cumbria.gov.uk 01228 226254 

 

 

Audit Report Distribution  

For Action: Shelagh McGregor, Assistant Director - Resources 

 

For Information: Debbie Storr, Director – Policy and Performance  

Helen Smith, Financial Services Manager 

Michael Fisher – Revenues and Benefits Manager 

Audit Committee The Audit Committee, which is due to be held on 23rd April 2015 will receive the Executive Summary (sections 1-4) and 

the Management Action Plan (section 5) 
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1. Background

1.1. This report summarises the findings from the audit of Counter Fraud Arrangements. This audit was requested by the Assistant Director - 

Resources and was accommodated through a change to the 2014/15 Audit Plan.  

 

1.2. Counter Fraud arrangements are a key element within the Council’s corporate governance arrangements. An effective anti-fraud framework 

includes adopting the right strategy, accurately identifying the risks, creating and maintaining a strong culture and prompting a zero tolerance 

approach to fraud.  Fraud and corruption risks can be minimised by strong leadership, good financial management, effective internal control, 

supervision and segregation and by raising public and employee awareness of fraud.  

 

1.3. The Assistant Director – Resources takes the corporate anti-fraud lead and ensures that the Counter Fraud arrangements are applied and 

embedding these throughout the Council.  Allegations of benefits fraud are investigated by a team of two full time Fraud Investigators who are 

supported by a part time clerical support staff and a shared Investigations Manager (with Eden District Council). As part of wider government 

restructuring of responsibilities for Housing Benefit Fraud, investigative duties and staff resources will transfer to the Single Fraud Investigation 

Service (SFIS), which is part of the Department of Work and Pensions (DWP), in July 2015.  To adequately prepare for this change, the Council 

needs to ensure that it has sufficient resources and refined procedures in place to ensure effective arrangements are in place around SFIS 

referrals and resulting enquiries along with the continued need to provide a sufficiently skilled in-house resource to manage other non HB fraud 

related matters within the Revenues and Benefits Service. 

 

2. Audit Approach 
 

2.1. Audit Objectives and Methodology 

 

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating 

to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key 

audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.2. Audit Scope and Limitations 

 

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review. The Client Sponsor for this review was the 

Assistant Director – Resources and the agreed scope areas for consideration were identified as follows: 
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 the counter fraud framework is established which includes confidential reporting, anti-fraud strategy and standards plan etc is in accordance 
with good practice; and  

 the counter fraud measures are clearly defined, resourced and embedded within the organisation to support the Council’s objectives. 
 

2.2.2. At the time of the audit there were arrangements were in place for the HB fraud resource to transfer to the Single Fraud Investigation Service 

(SFIS); part of the Department of Work and Pensions (DWP).  Whilst this audit has highlighted key risks faced by the Council as a result of this 

change, audit testing of these arrangements was restricted due to the pending nature of the arrangements at the time of the review. 

 

3. Assurance Opinion 
 

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Counter Fraud Arrangements 

provide Reasonable assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 

 

4. Summary of Recommendations, Audit Findings and Report Distribution 
 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are 8 audit recommendations are arising from this audit review and these can be summarised as follows: 

No. of recommendations 

Control Objective High Medium Advisory 

1. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.1.) - 1 1 
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4.3. Strengths: The following areas of good practice were identified during the course of the audit; 

 Promotion of zero tolerance to fraud and raising public awareness of prosecuted cases through press releases;  

 Cyclical updates of counter fraud arrangements are undertaken and routinely reported to Members; 

 Annual Fraud briefings and reporting is presented to senior management and Members; 

 The Council undertakes a self assessment of its counter fraud arrangements which follows good practice; and 

 Procurement protocols define related counter fraud measures and policies to be applied to prospective bidders and awarded contractors. 

 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. High priority issues:  

 None 

 

4.4.2. Medium priority issues: 

 Policy guidance and procedures on the issues around money laundering and bribery should be developed and information on these 

arrangements should be publically available. Measures should also be put in place to raise awareness with staff, members, contractors 

and suppliers; 

 Fraud related training to staff should be strengthened; and 

 Management should raise the profile / awareness of fraud related risks as parts of the service planning arrangements. 

 

2. Management - achievement of the organisation’s strategic objectives achieved (Section 5.2) - 1 4  

3. Information - reliability and integrity of financial and operational information (see section 5.3) - 1  - 

4. Security - safeguarding of assets  - - - 

5. Value - effectiveness and efficiency of operations and programmes   - - - 

Total Number of Recommendations - 3 5 

    



Executive Summary South Lakeland District Council | Audit of Counter Fraud Arrangements 

      
 
Cumbria Shared Internal Audit Service: Internal Audit Report Page 5 

 
 

  

5 

 

4.4.3. Advisory issues: 

 The Anti-Fraud and Corruption Policy contains detail around responding to allegations of fraud, theft and corruption which would be better 

managed through a separate response plan(s) and would allow the Policy to be a more concise strategic document; 

 Management should put in place effective arrangements to manage the risks post transfer of HB fraud to the DWP to include revisions to 

the Anti-Fraud and Corruption Plan, operational procedures and staff resourcing. 

 The Audit Committee’s Terms of Reference could be widened to more clearly define the Committee’s fraud responsibilities; and 

 Consideration should be given to developing the annual assessment of fraud risk through the application of the CIPFA ‘Code of Practice 

on Managing Fraud Risks of Fraud and Corruption’. 

 The Fraud hotline needs to be more clearly and directly advertised. 

 

Comment from the Assistant Director – Resources & Chief Finance Officer (CFO) 

The purpose of carrying out an audit in this area was to inform and provide some information about the current set up and the future 

requirements for the Council’s Anti-Fraud and Corruption and Corporate Fraud arrangements, to inform the review currently being undertaken 

by the CFO. The approach taken to the audit has been focused more around the policies rather than how to improve the outcomes for the 

Council. The CFO has produced a report which aims to provide evidence of the actions being undertaken and planned to achieve improvements 

in this area in the light of the changes brought in by external forces. 
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5. Matters Arising / Agreed Action Plan 
 

5.1. Regulatory - compliance with laws, regulations, policies, procedures and contracts.  

  ● Advisory Issue (R1)   ● Medium priority (R2)  

Audit finding Management response 

5.1.1. Anti-Fraud and Corruption Policy and Related Policies 

The Anti-Fraud and Corruption Policy (AFCP) is a comprehensive document which contains all 

relevant information. It is lengthy in detail and would therefore benefit from refinement in some 

areas. For example - the detail on responding to allegations of fraud, theft and corruption may be 

better managed through a separate ‘response’ plan(s)’; this would enable the Policy to be a more 

concise strategic document which focuses on the Council’s counter fraud aims and objectives.  

 

The extended Transparency Code requirements with regard to reporting and publishing fraud and 

irregularities will be needed as part of the next update to the AFCP.  
 

There is a separate Money Laundering Policy but this is out of date and not widely circulated and 

referred to in supporting policy documents.  It is important that the Council the council takes a firm 

stance on money laundering and that the anti-money laundering arrangements are clearly defined; 

these include the Money Laundering Reporting Officer’s role; client identification procedures, 

disclosure procedures etc.   

Similarly the Council does not have an Anti-Bribery Policy.  Whilst reference to the Bribery Act is 

mentioned within the AFCP this is not sufficient in detail.  There is no mention of Anti Bribery 

measures on website; it is expected that this should be contained within the Fraud and Corruption 

web pages.  Whilst procurement protocols make reference to the Council’s existing Anti-Fraud 

policies, these references may need to be updated to ensure any revised corporate arrangements 

around Money Laundering and Bribery are effectively applied. 

Agreed management action:  

An updated Anti-Money Laundering Policy and a 

new Anti-Bribery Policy will be considered by Audit 

Committee in April 2015. 

During 2015/16 these two policies, along with the 

Anti-Fraud and Corruption Policy will be reviewed 

to see if they can be combined and whether a 

separate response plan would be appropriate. 

 

Recommendation 1: The detail contained around responding to allegations of fraud, theft and 

corruption would be better managed through separate response(s) plan’. 
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Recommendation 2: Policy guidance and procedures on the issues around money laundering and 

bribery should be developed to ensure that sufficient arrangements are in place which comply with 

expected standards and legislative requirements.  Information on these arrangements should be 

publically available and measures should be put in place to raise awareness with staff, members, 

contractors and suppliers.  

Risk exposure if not addressed: 

 Objectives not achieved; 

 Lack of awareness of current anti-fraud guidance; 

 Statutory responsibilities are compiled  

 Reputational risks around any arising adverse publicity  

Responsible manager for implementing:  

Financial Services Manager 

Date to be implemented: 

R1: 12/2015 

R2:  04/2015 

 

 

5.2. Management - achievement of the organisation’s strategic objectives 

● Advisory priority (R3)    

Audit finding Management response 

5.2.1. HB Fraud Arrangements Post Transfer to the DWP 

The detail on HB fraud contained in the AFCP will require revision to reflect the revised 

arrangements post transfer of the HB fraud responsibilities and staff resources to the DWP. 

The response arrangements which are also detailed within the AFCP will also require revision. The 

Council needs to have revised procedures in place prior to transfer to deal with these alternative 

working arrangements. 
 

The AFCP sets out a number of counter fraud measures that should be in place which include: staff 

and member training, programme of internal audits, investigating allegation of benefits and non-

benefits fraud, handling of whistleblowing, and operating a fraud hotline.  With the exception of 

investigating allegation of housing benefits and council tax reduction fraud, the majority of these 

counter fraud measures are currently not the responsibility of the investigations team within 

Revenues and Benefit Services 

Agreed management action:  

See separate report on agenda concerning 

Corporate Fraud Arrangements to ensure the 

Council has adequate staffing resources. 

The first three months of the new role will include a 

review of policies, procedures and training. 
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Our testing established that there will be two main residual counter fraud measures which are 

currently undertaken by the investigations team that will require the allocation of staff resource post 

the transfer of staff resource to the DWP in July 2015.  Firstly, sifting through the output of annual 

data matching exercises (the council tax reduction scheme data matching exercise which is carried 

out annually but the NFI housing benefit data matching exercise is carried out every two years). 

Secondly, the investigation of council tax reduction cases per annum (estimate to be based on the 

number of 2014/15 case files).    

Recommendation 3:   

Management should put in place effective arrangements to manage the risks post transfer of HB 

fraud to the DWP to include: 

 Revisions to the Anti-Fraud and Corruption Policy will be needed to reflect the changes 

brought about by the transfer of Housing Benefit Fraud to SFIS; this update should include 

a definition for HB fraud for which referrals to the SFIS are to be made.  

 Revised operational procedures will be needed to enable to Council to securely refer 

suspected HB fraud cases and supporting evidence for investigation to the SFIS and enable 

effective lines of ongoing communication. 

 Management should ensure sufficient staff resourcing arrangements to ensure adequate 
capacity to undertake remaining non HB fraud responsibilities within the Revenues and 
Benefit Service and to provide sufficient staffing capacity to manage the output of the 
annual data matching exercises and investigate allegations of council tax reduction fraud 
where appropriate.   

Risk exposure if not addressed: 

 Ineffective arrangements for preventing and detecting fraud Revenues and Benefits related 

fraud. 

 Inadequate fraud related staff resources.   

Responsible manager for implementing:  

Financial Services Manager 

Date to be implemented: 09/2015 
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● Medium priority (R4)   ● Advisory priority (R5)    

Audit finding Management response 

5.2.2. Counter Fraud Training and Awareness 

There is a lack of routine formal training on counter fraud measures provided to staff.  Whilst this is 
touched on through the induction programme for new staff and a recent newsletter to all staff has 
highlighted awareness of related fraud policies, there is no in-year training provision for staff on 
fraud awareness and the application of related policies and procedures. Some thought has been 
given to a fraud e-learning package but this has not been progressed.  
 
Officer investigative training to enable individuals to effectively lead (non HB related) fraud 

investigations has not been carried out for a number of years. 

Whilst the Fraud hotline is shown in the AFCP policy, is not clearly advertised / apparent on the 

Council’s website.   

Agreed management action:  

See separate report on agenda concerning 

Corporate Fraud Arrangements: the role will 

include awareness-raising with Council Members, 

officers, contractors and the public. This will include 

a review of training. 

 

Recommendation 4:  

Fraud related training to staff should be strengthened: 

 Wider training to staff to raise fraud awareness and supporting policies and procedures should 

be undertaken.  

 Investigative training should be provided to appropriate officers to enable them to lead and 

conduct investigations of alleged fraud, theft and corruption to the standard defined in the 

‘response plan’. 

Recommendation 5:  

The Fraud hotline needs to be more clearly and directly advertised. 

Risk exposure if not addressed: 

 Lack of staff awareness on counter fraud arrangements. 

 Internal investigations may be under resourced / skills of investigating officers are not 

sufficiently developed.  

 Lack of publicity around zero tolerance to fraud and reporting suspected fraud. 

Responsible manager for implementing:  

Financial Services Manager 

Date to be implemented: 09/2015 
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● Advisory Matter 

Audit finding Management response 

5.2.3. Corporate Roles and Responsibilities  

Audit Committee’s terms of reference (TOR) in relation to fraud responsibilities is limited.  The 

current TOR states that the Committee should ‘monitor the Council policies on ‘Raising Concerns 

at Work’ and the anti-fraud and anti-corruption Strategy and the Council’s complaints procedure’.  It 

is recognised that the actual fraud reporting, monitoring and related presentations which are 

received by the Audit Committee are comprehensive and therefore wider than what is stated in the 

current TOR.  

To recognise these actual arrangements and to follow best practice, the TOR could be 

strengthened through the application of the CIPFA’s suggested TOR for Audit Committee’s which 

states that the Committee ‘review the assessment of fraud risks and potential harm to the Council 

from Fraud and corruption; and ‘to monitor the counter fraud strategy, actions and resources’. 

Agreed management action:  

The Audit Committee Terms of Reference were 

reviewed against the CIPFA checklist as part of the 

review of the Effectiveness of the Audit Committee 

in December 2014 and is reviewed at the start of 

each Council year. 

Recommendation 6:  

The Audit Committee’s Terms of Reference could be widened to more clearly define the 

Committee’s fraud responsibilities 

Risk exposure if not addressed: 

 Responsibilities are not clearly defined / do not recognise actual practice. 

Responsible manager for implementing:  

Financial Services Manager 

Date to be implemented: 07/2015 

 

● Advisory Matter 

Audit finding Management response 

5.2.4. Fraud Risk - Best Practice 

The Annual Governance Statement (AGS) adopts the Code of Corporate Governance and has 

applied the principles of the CIPFA SOLACE framework ‘Delivering Good Governance in Local 

Governance’.  Counter Fraud measures are an integral part of these arrangements.   
 

To help organisations develop in this area and recognise and address fraud risks the ‘Code of 

Agreed management action:  

While the CIPFA Code of Practice on Managing 

Fraud and Corruption had been published when the 

last annual review of Fraud was being prepared for 

Audit Committee the Guidance Notes were still 
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Practice on Managing the Risks of Fraud and Corruption (2014)’ provides further fraud specific 

principles for which organisations may be assessed. In applying this Fraud Code, organisations 

may include a suitable statement in the AGS about adherence to the Fraud Code and assess the 

level of conformance.  

awaited.  Now they have been published they will 

be incorporated into the next annual review. 

Recommendation 7:  

Consideration should be given to developing the annual assessment of fraud risk through the 

application of the CIPFA ‘Code of Practice on Managing the Risks of Fraud and Corruption’. 

Risk exposure if not addressed: 

  Best practice not followed 

Responsible manager for implementing:  

Financial Services Manager 

Date to be implemented: 06/2015 

 

5.3. Information - reliability and integrity of financial and operational information. 

● Medium priority   

Audit finding Management response 

5.2.1. Identifying Fraud Risks  

There is limited evidence of Fraud related risks at operational level: 

 No detail of associated fraud risks could be identified in the services plans for Development 

Management and Revenues and Benefits Services.   

 The Operational Managers Board dedicates one annual meeting to the identification of 

operational risks within respective service areas. This could provide an opportunity for 

managers to widen these discussions to consider fraud related risks. 

Agreed management action:  

See separate report on agenda concerning 

Corporate Fraud Arrangements: the role will be 

undertaken on a risk-based approach which will 

require regular risk assessments with Operational 

Managers.  

Recommendation 8:  Management should raise the profile / awareness of fraud related risks as 

parts of the service planning arrangements (recommendation R7 also refers). 

Risk exposure if not addressed: 

 Ineffective arrangements for preventing and detecting fraud risks within service areas. 

Responsible manager for implementing:  

Financial Services Manager 

Date to be implemented: 09/2015 
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Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve 
the system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no 
weaknesses were identified. 
 
Recommendations, if any, are of an advisory nature in context of 
the systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which 
should ensure that system objectives are generally achieved, 
but some issues have been raised which may result in a degree 
of risk exposure beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in 
place but there are some areas where controls are not effectively 
applied and/or not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there 
are an unacceptable number of weaknesses which have been 
identified and the level of non-compliance and / or weaknesses 
in the system of internal control puts the system objectives at 
risk. 
 

There is an unsatisfactory level of internal control in place as 
controls are not being operated effectively and consistently; this is 
likely to be evidenced by a significant level of error being 
identified.  
 
Recommendations may include high and medium priority matters 

for address. 

Limited / None Fundamental weaknesses have been identified in the system of 

internal control resulting in the control environment being 

unacceptably weak and this exposes the system objectives to an 

unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the 
system open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will 

include high priority matters for address. Some medium priority 

matters may also be present. 
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Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of 

audit recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 
 


